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WELCOME

OVERVIEW

Food is an essential part of our lives. Hence it is
important to understand as well as improve the
ways in which it igrown, processed, and
transported. The food sector is a collection of
multifarious businesses that are engaged in the
supply, consumption, and catering

of food products and services across the world.

UTILITY VALUE OF CRWRMFORTHE-FOODSECTOR

UTILITY VALUE OF
COMSUR™ F
THEFOOLDSECTOR

The food sector encompasses the following:

1. Agriculre: covers activities pertaining to raisin
crops, livestock, as well as pisciculture
(breeding seafood)

2. Manufacturing: covers manufacture of
agrichemicals, farm machingrconstruction,
supplies, etc.

3. Food processing: covers preparation
/manufacture of fresh food products

4. Marketing: covers packaging of food products

5. Food distribution: covers transportation and
warehousing of food products

6. Regulation: covers rules and regulations (local,
regional, national, and internation&by food
production and sale (which includes food quality,
food safety and security)

7. Research and development: covers the variou
developments in food technology

[
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SOME CHALLENGES

Thefood sector faces several challenges related
to the quality, safety, and security of food.
Firstly, bere is a continual risk of food becoming
contaminated by microbial pathogens, toxic
chemicalsor even radioactive materials at any
point duringthe processes gfroduction,
distribution and preparatiorAs can be imagined,
food contaminatiortherefore posesveryserious
risks of food borne ilinessesvhich can even result
in death.

Again, there are the issues of food wastage, theft,
and lossesluring the production, distribution, and
preparation of food. Another serious issue is that of
food fraud which is defined as the act of purposely
altering, misrepresenting, mislabelling, substituting,
or tampering with any food product at any point
alongthe farm to table food supply chain.

From the above short overview, it is imperative for
all concerned stakeholdeatong thefood
productionand distributionchain totake all

possible corrective and preventive measures,
including the optimal use @fdeo surveillance to
address the above issues.

Part of the solution therefore is for stakeholders to

take all possible measures themselves to enhance
their own safety, keeping costs and complexities of
technology in mind

When it comes to seriouscidents like terror

attacks, it is imperative to understand that every
attack cycle usually follows the same general steps.
All perpetrators, whether they are stalkers, thieves,
lone wolves, or terrorisigarry outpre-operational
surveillance (recsof the target area

Again, it is quite clear that irrespective of the
physical security measures that may be deployed at
afood establishmentthey are far less likely to be
effective if a potential perpetrator feels ‘free' to

carry out recces with ease and is able to observe
and map the orsite physical security measures.
The more at ease perpetrators feel as they set
about studying the physitsecurity systems and
procedures, the odds of defeating or bypassing
these systems become even higher.

It has been concurred by security experts that
pre-operational surveillancis the phase when
someone withulterior motivesis mostlikelyto be
detectedtherebypreventing an incident.

COVIEL9 PANDEMIC

The global pandemic in 2020 has severely impac
the food sectoworldwide.In fact, many food
establishments had to temporarily shut their
operations. Incessant panic buying and stockpilin
of food items by consumers led to disruptions in
the food supply chain which eventually led to food
shortages. This further led to an increase in theftg
of foodand beverages.

The pandemic also had a significant impact on
governments’ capacity
regulations which in turn posed the risk of food
items not being checked thoroughly before being
offered for consumption. This scenario presented
several opportunities for criminals to commit food
fraud i.e.producing substandard food for
distribution or substituting labelled products with
potentially harmful alternatives.

Authorities/industry bodies have issued several
advisories on hoviood estabshmentsshould
adhere to standard guidelines lighysical
distancing, sanitization, encouraging the use of
masks etc. in order to prevent the spreadhs
virus

ed
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USE ONIDEO SURVEILLANMNCEHE FOOD SECTOR Further, in some countries, drones/UAVs are

extensively being used in agriculture to monitor
Usually most food establishments havgeo crop production and growth, soil assessment, and
surveillance coverintpe following areas: related activities.

T Food storage section Further, depending on the size of the food

1 Food processing seF:tlon establishment, there can be hundreds of CCTV

' Food receiving section cameras installed in the premises. In case of sevgral
I Food preparation section food establishments, there is a dedicated control

I Packaging section room with operators, set up for live moniing of

f Loading docks CCTV cameras. However, fivenitoring comes

f Quality control section with its own set othallenges ofideo blindness,

1 Staff areas poor attention span, boredom, operator bias, fals¢

. . alerts, and so an
The food sector makes extensive usgid€o

surveillance primarily for the following purposes: _
Moreover, these cameras continuously capture

1. Monitoring production line staff and d&y-day and record humungous amounts af@o data.
operations. It therefore becomes a daunting task for the
operators to review and analyse this data wheneyer

2. ldentifying crossontamination issues or .
the need arises.

potential hazards.

3. Identifying instances of breaches in compliance Thus, it may be noted that benefits frandeo
in slaughtering oharvesting. surveillance systems can accrue only when they @re
used optimally, suggestisrior which are

4. Investigating accidents on the job, or incidents of enumerated further on, in this document.

theft or tampering.

5. Training new employees on correct procedures COMPLIANGESENERAL
(through surveillance video).

Conformity or compliance in any organization

Remote Video Auditing means adherence to laws and/or rules and
regulations, vaadus standards, as well as data

Severalfood establishments have adopted Remote storage and security requirements as laid down by

Video Auditing (RVA) to monitor their daily government bodies, governing bodies of the

operations. Generally, RVA entails capture of video respective industry, or the management of the

clips of specified areas and workers, in a random organizationWhenan organization complies with

sequence. The video samples are viewed by trained the requirements mandated by governmend/or

auditors who analyzand assess them through a governing bodies, thenitiser med as ‘[r e

specialised software system. This analysis is compliance’ wonganzétiondorabfl e

reported to the respective officials of the food in a legal and safe manner.

establishment. RVA has gained ground, especially in

the wake of the COVAI® pandemic, due to the Every organization needs to adhere to the

fact that auditors/inspectors canhphysically visit respective compliance requirements as per its

the premises of the food establishment due to respective industry vertitaFor example, a pharma

restrictions/lockdowns imposed by governments. company must adhere to strict compliance rules
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related to drug manufacturing and packaging, while
an oil and gas company must adhere to strict
compliance rules related to workplace health and
safety issues.

Noncompliance can redt in huge penalties, legal
liabilities as well, and in some cases, ceasing of

operations.

COMPLIANGRAUDITS

In order to avoid the potential consequences of
non-compliance, several organizations carry out
compliance audits on a regular basis.

Basicdl, a compliance audit examines how well an
organization adheres to compliance requirements.
Further, in case of some verticals, since rules,
regulations and guidelines keep changing and
evolving, regular compliance audits help the
organization to stay itmack with the same.

Several organizations use video surveillance to
monitor compliance issuesidéo surveillance

allows an organization to monitor its staff and
operations on a daily basis to check whether all the
requisite compliancesquirements are being
adhered to.

Generally, organizations monitor CCTV cameras live,
from a dedicated control room manned by CCTV
operators. However, live monitoring comes with its
own set ofchallenges of video blindness, poor
attention span, boredongperator bias, false alerts,
and so onAlso, some organizations employ
technologies such as artificial intelligence and
machine learning to monitor compliance issues.
Besides the fadhat such technologies come with
lots of baggage, they are able taeg only those
issues that they have been programmed for. What
about the rest? Again, sinoganyorganizations
couldwitness a flurry of activities and footfalls
throughout the day, experts have concurred that
the AI/ML algorithm may deliver several false

positives, thereby increasing the burden of the
operators.

Furthermore organizations need taudit recorded
CCTV video footage from time to time for
investigating as well as preventing compliance
issues. Some organizations like banks need to stpre
the CCTV video footage fotangdurationof time
as per requirements laid down by law.

Auditing CCTV ondailybasis provides rich
actionable insights on the level of compliance
within the organizatiofbased on which quicker
corrective and preventive msares can be
undertaken.

AUTOMATED SOFTWAREY THEY WILL NOT
WORK IN ISOLATION

In the wake of the Christchurch shooting incident,
several highprofile places of worship considered
deploying gun detection technag.

This technology scans the live video feed of CCTY
cameras and
out a gun, and if so, it raises an al&@tn detection
and other such technologies may sounddaeh and
fancy, but whatf the perpetrator does not expose
the gun at all, i.e., what if he/she shoots from withjin
a long coat, or uses a weapon that the technology
cannot recognize? And even if everything works,
with the quickest of alerts, the perpetrator will still
be able tocreate the intended damage, since it
takes only a few seconds to fire a weapon.

Severafood establishmentbave also begun to
employ automated systems like video analytics
whichdetect motion, object and perimeter
detection, face recognition, artificialtelligence,
machine learning and so on. However, experts hgve
expressed concerrabout the efficacies of these
systems since any automated system can detect
only what it has been programmed for. What abolit
the rest? Also, the permutation combinations of
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exceptions can be so vast and varied that it is both
highly improbable and impossible to automate
every kind of exception, including the unexpected
ones.

Further, these automated systems tend to trigger
false alarms thereby increasing the burden of
operators.Moreover,food establishmenta/itness

a flurry of activitieshroughout the dayln this
scenario, experts have stated that it would be next
to impossible for an Al algorithm to determine what
is an intrusion, as opposed to a nuisance alarm or a
non-alarm.

Moreover, technologies like face recognition raise
many ethical and privacy concerns. As a matter of
fact, there have been several cases of facial
recognition systems failing to deliver the required
results. Notable among these cases is a 2019 study
by theUS National Institute of Standards and
Technology which found thédcial recognition
systems can produce wildly 'inaccurate results',
especially for Asian and African Americans.
Further, several tools/techniques are now being
invented to demonstrate howo bypass/defeat
facial recognition systems.

FOOD SAFETY POLICIES AND STANDARDS

GLOBAL

Food quality, safety, and security assumes
paramount importance for global organizations as
well as governments across the world. Each of
these entities has forolated a complexity of
policies and standards outlining their requirements
to be met by food chain operators in order to
ensure that the food is safe, and of adequate
quality.

The following requirements are needed to be
adhered to, globally:

Codex Alimetarius by the Food and Agriculture
Organization (FAO) of the United Nations

Codex Alimentarius is a collection of international
food standards, guidelines, codes of practice and
other recommendations pertaining to foods, food
production, and food safetfurrently the Codex

Alimentarius Commission has 189 Codex Membgrs
made up of 188 Member Countries and 1 Membey
Organization (The European Union).

http://www.fao.org/fac-who-
codexalimentarius/aboutodex/en/

Worl d Health
Critical Control Point system (HACCP)

HACCP is a process control system that helps
concerned stakeholders identify potential hazardg
in the foal production process, and enables taking
of stringent actions to prevent hazards from
occurring in the future. Through the activities of
strictly monitoring and controlling each step of thq
process, the occurrence of hazards is minimized.
HACCP is an inted part of the modern food sectof
that is used to identify and control major food risk
such as microbiological, cheral and physical
contaminants.

J)

https://www.who.intfoodsafety/fs management/e
n/intro _haccp annex.pdf

ISO 22000:2005 standard for Food Safety
Management systems

ISO 22000:2005 specifies requirements for a food
safety management system where an organizatio
in the food chain needs to demonstrate its &pild
control food safety hazards in order to ensure thaf
food is safe for human consumption. It applies to fgll
organizations, regardless of size, which are involyed
in any aspect of the food chain, and want to
implement systems that consistently providdes
products.

-

https://www.iso.org/standard/35466.html
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INDIA

In India, The Food Safety and Standards Authority

of India (FSSAI), an autonomous body established
under the Ministry of Health and Familfelfare, is
responsible for protecting and promoting public
health through the regulation and supervision of

food safety. This body was set up under the Food
Safety and Standards Act, 2006 which serves as the
primary law fo regulation of food products imdia.

The FSSAI has prescribed standards for several food
products.

https://www.fssai.gov.in/

https://fssai.gov.in/den/jcr:7f9fb43a095c4384
a0d8be24f66ce7a3/FOGRCT.pdf

Further, the formulation and administration of the
rules and regulations and laws relating to food
processing in India are the responsibilities of the
Ministry of Food Processing Industries (MOFPI).
One of the primary goals of this Ministry is to
minimise food wastage at all stages in the food
processing chain. As part of this, the Ministry has
set up several food parks across the country. A food
park typically consists of supply chain

infrastructure including collection centers, primary
processing centers, central processing centers, cold
chain and around 280 fully developed plots for
entrepreneurs to set up food processing units.

http://mofpi.nic.in/

SOMENOTABLE ADVISESGUIDELINESTUDIES

Seeing is believing: CCTV perspectives in food
manufacturing-a study by ZERO2FIVE Food
IndustryCentre, Cardiff Metropolitan University,
Wales, UK (2019)

Here are the significant findings of the study:

1. While nota substitute for management presence
in food productionCCTVystems offer multiple

observational opportunities across large facilities
from one single platform. CCTV monitoring is an
efficient method to identify training opportunities,
workflow improvenents as well as urgent health,
safety and food hygiene malpractices requiring
immediate attention in large sites with multiple
production rooms.

2. Clarity orCCTVystem installation purpose (be if
security, food handler hygiene, process workflows
analyics or deterrent) should be considered durin
design to maximise return on business investmer;
and support intrinsic business values (with
operatives being trained accordingly).

3. RegulaCCTVystem review is practical and
essential to identify adaptatis, modifications or
remedy that may increase system efficiency and
ensure that footage is relevant and fit for evidenti
purpose.

https://www.cardiffmet.ac.uk/health/zero2five/res
earch/Documents/Seeing%20is%20believing%2(
TV%20perspectives.pdf

Compliance Guidelines for Use of Video or Other
Electronic Monitoring or Recording Equipment in
Federally Inspected Establishment2011 - Food
Safety and Inspection Service (FSIS) of the US
Department of Agriculture

Here are some relevant excerpts from the above
guidelinegsee link at the end of these
observations)

Page 3

“.Video or other elect
recording techology is rapidly changing to meet
increasing needs of businesses to become more
efficient, increase productivity, and maintain
security..

Page 5

“.Video or other el ect
recording equipment provides an establishment

p
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with continuous information on what is occurring

with humane handling, instead of relying on

periodic observations or spot checks.

Establishments should strategicallgge cameras

to provide continuous mutdimensional views of

an establishment’'s proces
unloading through stunning. Some systems can

bring together information in regards to humane
handling, food safety, compliance, and product

guality atone time.

Thus, video or other monitoring or recording
equipment can provide new information for
establishments to improve process control, as well
as to provide feedback for employee training.

A type of video or other electronic monitoring or
recording equipment that has been developed
specifically to verify humane handling or good
commercial practices is RVA. In a RVA system the
video feed or recording from cameras placed to
continuously monitocritical live animal handling

and stunning areas, is linked through a computer
server to allow the records to be viewed on the
web at a remote location by an auditor. The auditor
views the video daily and generates reports,
containing statistical summas, web hyperlinks to
the video and still images captured through the RVA
systems. Such systems may also supply immediate
notification to the establishment when
pre-determined activities or increased incidences of
activities occur ..."

https://www.fsis.usda.qgov/sites/default/files/impor
t/Compliance Guidelines for Use of Video 0826

11.pdf

Powell, D. A., Erdozain, S., Dodd, C., Costa, R.,
Morley, K., & Chapman, B. J. (2013). Audits and
inspections are never enough: A critique to enhance
food safety.

Here are some relevant excerpts from the above
study (see link at the end of these observations):

UTILITY VALUE OF CRWRMFORTHE-FOODSECTOR

Page 2

“.Billions of meeathgayar]|e
throughout the world. The commercial food system
relies on audits and inspections to assess the
Spreactices aSnd péOﬁessgsSusep k?y (I;OPnd producers
each step In %he production chain. Yet when
outbreaks of foodborne iliness happen, the resultg
can beemotionally, physically and financially
devastating to the victims and the businesses

At

invol ved..
Page 5
“..Audits and i ns-ptmeti olns

assessments that represent a small fraction of fogd
production time and volume. If conducted properly
andthe results acted upon, audits can reveal
strengths and weaknesses in a food safety program,
but cannot guarantee future performance. Furthef,
auditors can only examine what a company
provides, although skilled auditors know what to
ask for and may be abto identify clues to
systemic problems. . ."”

“ Audits require more than just a checklist, they
require paying attention and thinking. The
individual ability of an auditor has a significant
impact on the outcome of the audit, most third
party audits look floobjective evidence to assess
compliance, but effective auditors must be able tq
assess risk, particularly in unique situations and
synthesize the information provided to determine
effectiveness of the food safety management
system..

https://krex.k
state.edu/dspace/bitstream/handle/2097/15431/P

owellFoodControl2013.pdf;jsessionid=F601B135
1BA35D92618EGEA7089AE?sequence=3

CCTVs to be installed at all licensed food

establishments that provide catering serviees
order by the Singapore Government Food Agency
(March 2020)
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As per the ordempremises such as caterers and
central kitchens pose higher foedfety risks, as
they prepare and distribute large volumes of food.
With CCTV, food establishments will be able to
better monitor their operations, and shape good
behaviour among food handlers in complying with
food safety and hygiene regulations. In évent of

a gastroenteritis outbreak, SFA will obtain CCTV
footage from implicated food establishments to
facilitate investigations.

https://www.channelnewsasia.com/news/singapor
e/cctvsto-be-installedat-all-licensedfood-
establishmentghat-12499858

https://www.sfa.gov.sg/docs/default
source/publication/annualeport/sfa-ar-2019
2020.pdf(pages 4314 of the PDF)

Oman Government's

2019)

The law has added a new chapter to the food safety
regulation, which is the imposition efectronic
monitoring system on food establishments as
follows:

“Article (33): an offici
shall be obliged to install cameras inside the food
establishment before engaging in any activity of

food handling activities in accordanwith the

regulations adopted by the Ministry of Regional

Municipalities and Water

Mandatory CCTV recording in all slaughterhouses in
the UK-legislation which came into force in 2018

As per the abovat ismandatory for all
slaughterhouses to install CCTV in order to adhere
to animal welfare standasdand the CCTV footage
should be retained for 90 days in order to facilitate
investigations if need be.

https://assets.publishing.service.gov.uk/governmen
t/uploads/system/uploads/attachment data/file/65
8739/cctvslaughterhous&onsultsumresp.pdf

new Food

UTILITY VALUE OF CRWRMFORTHE-FOODSECTOR

SOME FACTS AND FIGURES

Food and Agriculture Organization of the United
Nations (FAO)

The Food and Agriculture Organization (FAO) hgs
presented some key findings on food loss and
waste worldwide:

- Roughly one third of the food produced in the
world for human consumption every year
approximately 1.3 billion tonnes-gets lost or
wasted.

- In developing countries, 40% of losses occur af
postharvest and processing levels, while in
industrializel countries, more than 40% of losses
occur at retail and consumer levels.

- Iréde\%elopin countries, fo aste and losses
aft et lll_I aw f % ey
occur mainly at early stages of the food value

chain, and can be traced back to financial,
managerial and technical constraints in harvestirlg
techniques, as well as storage and cooling facilit|es.

- In medum and highincome countries, food is
wasted and lost mainly at later stages in the supgly
ac?aln.oD%ﬁerl?gﬁr%m.t?eosnéj%tlonénsd?v?ﬁloglpg N
countries, the behaviour of consumers plays a huge
part in industrialized countries. The study identifiqd
a lack 6 coordination between actors in the supply
chain as a contributing factor. Additionally, raising
wareness among industries, retailers and
esoudrces ..~ -
consumers as well as finding beneficial use for fopd
that is presently thrown away are useful measure

to decreasehlie amount of losses and waste.

vl

http://www.fao.org/save
food/resources/keyfindings/en/

World Health Organization (WHO)

The World Health Organization (WHO) has
presented some kewtts on food safety:
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- Unsafe food containing harmful bacteria, viruses, “CCTV | S NOWE MEKEOIUWDRK FOR
parasites or chemical substances, causes more than YOou”
200 diseasesranging from diarrhoea to cancer.

While it is not being suggested that optimal usagd
of video surveillance can cure all issues&od
establishmentseveral issues of the following kind
can be addressed by doing just a little ‘more’ with
respect to making the optimal usewafieo
surveillance systems:

- An estimated 600 millioralmost 1 in 10 people
in the world—fall ill aftereating contaminated food
and 420000 die every year, resulting in the loss of
33 million healthy life years (DAERMSisability
Adjusted Life Years, one DALY is one lost year of
‘“healthy 1ife’).

- Health and safety issues includmgiene issues
(especiallyn the wake of the COUI® pandemic,
whether all due precautions and guidelines are
beingfollowed to curb the spread of COVIB like
symptom/temperature screening at entrances andl
exits, overcrowding, staggering meal and ratiom

- Foodborne diseases impede seemnomic times, whether face masks are being used] so
development by straining health care systems,

- Food safety, nutrition and food security are
inextricablylinked. Unsafe food creates a vicious
cycle of disease and malnutrition, particularly
affecting infants, young children, elderly and the
sick.

on).
and harming nationaconomies, tourism, and
trade. - Issues leading to food wastage
- Food supply chains now cross multiple national - Potential food contaminating factors (biological,
borders. Good collaboration between governments, chemical, or even radioactive material)
producers, and consumers helps ensure food _ _
safety. - Quality assurance issues
https://www.who.int/newsroom/fact- - Compliance and legal issues

sheets/detail/foodsafety

- Negligene (errors in food handling/equipment

handli
NSF International (a global body engaged in the andling)

development of public health standards and - Human rights violations
certification programs to helr) Protect_ the worl g
food, water, consumer products, and environment) - Animal weliare and rights issues

- Fraud/loss/cauption/theft of various kinds
Food fraud—the deliberate adulteration,
substitution, tampering or misrepresentation of - Insider job/security lapses
food has increased in significance as a result of our
complex global food supply chain, and costs the
food sectoran estimated $49 billion worldwide - Unauthorized/unlawful activities
each year.

- Recces/gspicious movements/activities

- Housekeeping issues
http://lwww.nsf.org/services/yindustry/food
safetyquality/foodfraud - Cameras/recorder not working/camera position

changed
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It may not be out of place to mention here that Auditing may also be seen as a debriefing activity,
since food processirfgcilities have to work with where the idea is to evaluate the conduct of the
flammable materials, take care of lots of cable personnel of thdood establishmentthrough the
management and electrical wires/power coeds., minute analysis (against a defined set of rules) of
they need to ensure thaall theequipmentis video that would have recorded their activities.

Moreover, in case of an accid€micident, relevant
authorities can analyze CCTV video footage to
determine whether implementing or improgn
existing policies, procedures, and processes could
help reduce the potential for future occurrences.

calibrated regularly, and adhere to protocols that
may require complex interactiand teamwork.

In view of this, exercising adequate caution and
regular monitoring are of crucial importance.

So, what i's the " more’ th q:hrthé}‘,?hs éjoﬁcerrtie& offiBiaﬂs sﬁoﬁltf'b% t?ained

tobecome¢ CCTV video footage

1) AUDIT CCTV VIDEO FOOTAGE DAILY With respect to the auditing activity itself, it would

AS A STANDARD OPERATING PROCEDURE be advisable to designate the audit team to carry
out the same in shifts. Additionally, it would be

‘ A u d meansrisgeingvhat the cameras 'saw'. recommended to rotate the audit teams from time

to time in order to avoid the possibility of
complacency and ovdamiliarization. Alsayith
daily auditing o€CTV video footage as a standar(
operating procedure, one can quickly identify

CCTVideo footage should be audited daily;
several times a day if need be. Depending on the
requirementsauditing of CCTV footage of critical

gaonllitajqn a F:fltl:ylba5|ls must belfor?d;n incidents as well as determine their immediate
uditingwill help relevant stakeholaeto causes, their underlying causes, and lastly the ropt

~discover’ the "unknown'. AUdbLilhieldd hditidd? 2cCtTVIiTY
may be manual, it may be pesicto, but it is a very

dedicated and systematic process, which helps
address some of the challenges of live monitoring
(likevideo blindness, poor attention span,
boredom, bias, fatigue el¢c.as well as the
challenges related to aleblased systems (how
often has one faced false alerts, or what is called
t hewodrfy effect).

\J

Good Manufacturing Practices (GMP)

Audting can also greatly help in checking whethef a
food establishment is complying with Good
Manufacturing Practices (GMP) which is a set of
operational requirements to ensure production of
safe and quality food. The US FDA and other
regulatory bodies acrgghe world strongly
recommend using GMP to ensure that products gre
consistently produced and controlled to quality
standards. A GMP audit for a food establishment
usually entails checking for cleanliness of the
premises, pest activity, food handler hygieany
foreign matter (broken glass, plastic, splinted woqd
etc.) that can lead to food contamination, correct
storage practices (to avoid cresgntamination, to
rotate stock, to keep food items protected, as wel

Auditing is like théurth eye It is time to open it!

Auditing will help discovéssues as mentioned

above as well as in identifying and analyzing threats
and hazards (THIRA/HIRA) of various kinds.
Auditing CCTV video footage will also be extremely
helpful in waste reduction and following the 5S
philosophyj.e.,sort, set, shine, standardize and
sustain (all part of Six Sigma practices).
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as to avoid storing food items directly the floor),
traceability (are all food items correctly labelled and
coded so that they can be instantly traceable),
chemicals (are they labelled and stored separately
to avoid coming in contact with food items) and so

UTILITY VALUE OF CRWRMFORTHE-FOODSECTOR

Imagine if alfood establishmenteeported the
above incidents in a standardized template.

The respective authority would be able to derive
business intelligence from this humungous amou

of data which will reveal what kind of incidents ar¢

174

on. occurring in whicliood establishmentat what
time, which location etc., thereby enabling
concerned stakeholds to takecorrective and
preventive measures based on historical data.

Lastly,continuous auditing as a standard operating
procedure validates a notable feature of business
improvement (Kaizen), which is that "big results
come from many small changes accumulated over
time". Again this complements the principles of
TQM (total quaty management) which essentially
deals with thecontinuous improvement of
capabilities, people, processes, and technology
thereby leading to continuously improving results.
From the above explanations, it can be surmised
that daily auditing of CCTabtage will deliver far
more R®leading to maintaining brand promise.

2) DOCUMENT AUDIT FINDINGS/INCIDENTS

Audit findings/incidents should be documented in a
standardized template, whether or not the
findings/incidentsare covered byideo

surveillance. Thay in this manner, documenting
audit findingdincidents in a standardized template
greatly helpshe relevant authorities to carry out
incident investigation and analysis in order to find
out the root cause (RCA) of such incidents and
prevent the recurence of the same in the future.
Further, instead of identifying just a single incident,
all related incidents can be brought to fore, thereby
reducing the likelihood of future loss.

Again, based on historical data of such audit
findings/incidents, 'patterns' should be obtainable
which would deliver information like what kind of
incidents are takinglace, on what days, what time,
what location and so on. Based on such data,
relevant authorities can take better informed
corrective and preventive action.
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DAILY CCTV VIDEO FOOTAGE AUDITING CHART

ORGANIZATION: { ORGANIZATION
LOCATION/ADDR LOCATION/ADDRESS
YEAR: AUDITOR'S NAME: CTHER:

DATE CAMERA NO. & DESCRIPTION TIME 5LOT INCIDENT REMARI(SfAc'noN
DO/MMAYY 1-5 MAIN GATE B:00 AM - B:00 PM | SUSPICIOUS PERSON GUARDS TOLD TO REMAIN ALERT
DO/MMAYY 06-10 LOADING AND UNLOADING AREA 8:00 AM - 8:00 PM STAFF ISSUE STAFF WARNED
DO/ MMAYY 11-20 MANUFACTURING AREA B:00 AM - B:00 PM | COMPLIANCE I1SSUE APPROPRIATE MEASURES TAKEN
OO/ MM 21-30 CLEAN ROOM E:00 AM - E:00 PM NO VIDED TICKET RAISED WITH SYSTEM INTEGRATOR
DO/MMYY 31-40 STORAGE AREA B:00 AM - B:00 FM TECHNICAL 1S5UE APPROPRIATE MEASURES TAKEN
DD/MMYY 41-50 PACKAGING AREA B:00 AM - 8:00 PM TECHNICAL 1S5UE APPROPRIATE MEASURES TAKEN

SAMPLE STANDARDIZED TEMPLATE FOR AN AUDIT FINDING/INCIDENT REPORT
(CAN BE CUSTOMIZED)

AUDIT FINDING/INCIDENT REPORT

Report No.: SAMPLE VALUE | Date: SAMPLE TEXT Type: SAMPLE TEXT Seriousness: SAMPLE TEXT
Incident From: SAMPLE VALUE %

Incident To: SAMPLE VALUE Amount of Loss: SAMPLE VALUE

Date Peculiarity: SAMPLE TEXT Time Peculiarity: SAMPLE TEXT

Location: SAMPLE TEXT Location Peculiarity: SAMPLE TEXT

Category: SAMPLE TEXT Category Peculiarity: SAMPLE TEXT

Reported By: SAMPLE TEXT Reported To: SAMPLE TEXT

AUDIT FINDING/INCIDENT REPORT

Report No.: Date: SAMPLE TEXT Type: SAMPLE TEXT Seriousness: SAMPLE TEXT

Description/People Info/Witnesses etc.: SAMPLE TEXT

Action Taken: SAMPLE TEXT

Action Recommended: SAMPLE TEXT
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SAMPLE MRBEPORT OBTAINED FROM AUDIT FINDINGS/INCIDENT |

Incident Count

M Health and Safety Issues

H Compliance Issues

m Negligence

= Housekeeping Issues

M Unauthorized
visitors/activities

m Security lapses

Potential Threats/Hazards

Thefts

Above data is for illustrative purposes only

'‘ECG* SAMPLE MIS REPORT OBTAINED FROM

Month-wise (01-Jan-YEAR - 31-Dec-YEAR)
16 I5 15
14
12
12
10
=z opesg
3 8
3
z
a 4
comprance |+ s M| SR | aeddeo | Eny | Wastege | Msbenaviour | SEERS | neglgence
M lan-18 7 5 4 8 1 1 10 2 B8 3
M Feb-18 9 13 3 4 1 2 12 o 10 5
= Mar-18 7 9 5 5 3 5 14 1 8 5
mApr-18 12 10 1 7 2 3 10 o 5 4
 May-18 8 9 4 =l 1 4 10 o 10 7
W jun-18 10 9 a 10 3 2 12 3 10 2
=jul1s 5 7 3 9 5 1 15 1 12 5
Aug-18 -3 5 5 9 2 5 12 1 10 3
Sep-18 9 4 2 6 1 3 10 1 9 4
Oct-18 7 8 1 5 1 4 15 1 8 7

Above data is for illustrative purposes only

Reporscan be generatettom exceptions that are discoverehd tagged during an auditing
activity. These reports demonstrate the 'health’ of things around, allowing stakeholders t
corrective and preventive action.
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3)DISPLAY DYNAMIC INFORMATION AT RELEVANT video beyond these periods, or, finding the relevant
PLACES video clip from a backup of just one month of vidgo
from hundreds of cameras, it will be absolute
needle and haystack stofence, it is suggested
that data that is relevant to any audit finding
/incident, must be catalogued, tagged, and stored
as partof an easily searchable institutional library.

Document and display details of information that is
dynamic in nature (see examples below) in relevant
areas of dood establishmentUse a standardized
template as suggested below.

1. List of authorise@ecurity personnel fohe food This data can be used by relevant authorities to

processing facility determine if any work policies /practices need to e
modified. Besides, it can be used for training the

2. List of authorised staff (with their duty timings workforce to reduce the likelihood of similar issues

and allotted locations) at the food processing in the future.

facility.

5)USE A POWERFUL NEW SIGNAGE

SAMPLE GUARD LIST

See sample on the next page.

LIST OF AUTHORISED GUARDS FOR (MONTH AND YEAR)

Add or change th€CTVignage to

"WE CHECK CCTV VIDEO FOOTAGE EV

Onesize, one color, one powerful message.
Across the ation.

DECENTRALIZED SURVEILLANCE + CENTRAIIZEL
SURVEILLANCE = OPTIMAL RESULTS

Institutions having multiple locations, generally
struggle with centralized video surveillance.
Above data is for illustrative purposes Centralized video surveillance entails the streamipg
of live video feeds from multplocations to a
central location and setting up a team to monitor
the same.

4) ENSURE DISASTER RECOVERY OF CCTV VIDEO
FOOTAGE

CCTV video footage must be stored at multiple
locations in order to ensure that even if the
recorder is stolen, destroyed or tampered with, the
data is never lost. Further, any backezdata

must easily beearchable and retrievable; else, it is
going to be a nightare finding the relevant video.

However, centralized surveillance has several
challenges: some of them being the huge amoun
of infrastructure cost, internet bandwidth, video
blindness/poor attention span/opator bias/poor
situational awareness and so on. Research indicdtes
that CCTV operators who watlibe CCTV video
feeds tend to becomé5% video blind in 12
minutes or so, and up to 90% video blind in 22 2
minutes or soi.e.,t hey ar e unabls
happening’

—

Again t here is no standard
the backup. Some organizations choose to store the
video for one month while some have a mandate to
store for several years. When one needs to refer to

117
—
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From the abovef can be surmised that in order to
achieve optimal results, dmentralized surveillance
at each location is also needed along with (if at all)
centralized surveillance. Furthen added
advantage of deentralized surveillance is higher
accountability at each location, and far more
chances of discovering exceptions due to better
situational awareness.

Copyright Hayagriva Software (P) Ltd., Mumbai, India CIN: U72900MH2001PTECHEBA4it info@comsur.biz Website www.comsur.bizPrivate an€Confidential. All rights reserved.
Patents Pending. COBUR is the registered TM of Hayagriva Software (P) Ltd. All other names used in this document belong to their respectBye reading this document you

accept that it is your obligation to emsuthat you are legally allowed to read this document. All content is without prejudice and is subject to change witteut noti
No warranties or guarantees w.r.t. the benefits of using €0 are provided or should be assumed to be provided. Docursiempdiated orl3" October2021. 16



mailto:info@comsur.biz
http://www.comsur.biz/

COmM-SU  UTILITY VALUE OF CRWRMFORTHEFOOLCSECTOR

the missing piece of CCT!

A POWERFUL NEW STANDARDIZBEODISNAGE
IS THE NEED OF THE HOUR ACRBION

FOR EVERYONE'S SAFETY...

WE CHECK CCTV
VIDEO FOOTAGE

EVERYDAY!
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THE VALIDATIONRDER ISSUED BY THE COLLECTOR OF RAIPUR,
CHHATTISGARH STATE (INDEACEMBER 2017

Seemingly based on the above recommendations, the collector (district magistrate) of Raipur in
Indian state of Chhattisgarh, issued an order, which is reproduced below.

https://timesofindia.indiatimes.com/citydipur/cctvcamerasmonitoringat-schoolsmust
collector/articleshow/62293213.cms

CCTV cameras, monitoring at schools must: Collector - Times of India Page 1 of |

Perens tom
THE TIMES OF INDIA

CCTV cameras, monitoring at schools must: Collector

THN | Owe 29, 2017, 001 21 P IST

RAIPUR: Talong serous note of recent incidents of crime against children
in schools in Dethi and Gurugram, Ralpur district administration has
ordered all schools to mandatorily install CCTV cameras on their premises
with immediate effect

in an order issued to ol the Qo and P choots, col OP
Choudhary has asked principals and head masters to audit CCTV footage
©on & daily basis and monitor the movements of chiidren, school staff and
peons.

Whille there have been abduction attempts at a school in Chhattisgarh,
Incidents of molestation of girls and corporal punishment have also
surfaced in schools

The order comes in the wake of recent murder of o student of peivate school in Gurugram wherein a minor boy of same school
has been arested. In order 10 prevent any untoward incident and tighten the noose around those involved In such crimes,
collector has issued an order on Wednesday.

The order directs ol schools in district 1o install CCTV cameras ot different points on the premises and 1o make optimum use of
the Also, the is should audit CCTV video on o dalty basis multiple times, to ensure there was no violation of
rules of wastage of resources.

The school are also asked 10 document the detalls of monitoring the footages 5o that the schools display dynamic information
about everything and each staff member, it must be also ensured that the CCTTV footage are stored well as part of disaster
recovery, so that school has & record In case of theft or damage to comeras.

Roipur gsstrict has 2300 schools, including 953 private schools, and 56 of them are CBSE, The notice was addressed to all the
pevate, government.cun, primary and higher secondary schools

The order directed all schools in Raipur to

1. Audit CCTV footage on a daily basis as a standard operating procedure.
2. Document the details of the audit findings.
3. Ensure that there is a disaster recovery mechanism in place.

Note: While the above order relates to schools, the philosophy remains the same for all verticals.
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THE SOLUTIGN CEW RTHE WORLD' S O Nhttpy//www.comsur.biz/CCTV Video Data Size
CCTV VIDEO FOOTAGE AUDITING, SMART BACKUP, uction - The COMSUR Way

AND STANDARDIZED INTELLIGENDENT
REPORTING SOFTWARHE MISSING PIECE OF
CCTV

CCTV is not enough. It must not remain as 'fit and
forget'. That is why we bu@OMSURt he wor |
only CCTV video footage auditing, smart backup, and
standardized intelligeribcidentreporting software;

the answer to the three missing pieces of CCTV,;

a force multiplier, a complete workflow.

The dedicated use of CGBUR helps cameras to
deliver on heir promises.

Just likeGooglewas the missing piece of the
internet, COMSUR is the missing piece of CCTV.
The problem of CCTV lieghe first letter itself.

C = Closed. That is the fact. The information is all
closed within the footage. COBIUR ithe tool that
helps to open it up, without any loss of privacy!

COMSUR enables people to gain optimal value from
surveillance video, leading to a safer world. Its use
cases range from an airport to a zoo (A to Z).

Find more use cases here:

https://www.comsur.biz/usecases.html

COMSUR enables people to

1) ‘Audit’ 24 hours of their own CCTV video footage
in minutes

2) Hugelyeduces data size, saves and searches
relevant data for future use (insttianal library),
and offers a costffective disaster recovery
mechanism (seamless integration with OneDrive,
Google Drive, Dropbox etclp know more about
how COMSUR reduces the data sizkck the link
below to download a special paper on this topic.

d i)

Red

Template no. 3.15.pdf

3) Create standardized intelligeeportsin
PawverPoint /Word/PDF and delivers business
intelligence(data analyticsfrom them.

S

COMSUR helps people to 'unlock’ the informatio
that remains 'hidden' in cameras leading to:

1. Improvement of homeland security, preventior
crime, fraud, and loss, arfaster solving of crime.

2. Threat and Hazard risk identification/mitigatiot
improvement of ops. efficiency, processes, busir
continuity, root cause analysis, good manufactun
practices, and total quality management efforts.

3. Improvement of empl@e performance,
customer satisfaction and sales.

4. Enhancement of compliance (including
compliance of environment, social, and
governance issues) and health and safety matte

5. Huge reduction of data size and inexpensive
disaster recovery mechams.

6. Ease of investigation, forensics, debriefing, an
gaining situational awareness and acéble
intelligence efficiently.

7. Standardizing reporting agdining business
intelligence.

8. Immediate and regular corrective and prevent
action, resilting in continuous improvement
(think Kaizen).

COMSUR empowers people to gain new jobs of
CCTV video footage auditoesid to start new
businesses of auditing video footage. This will le
to 'waking up' the millions of 'eyes' that are
currently in sleep mode'. CCTV, bedwprn

-

of

ess
ng

S.

ve

Copyright Hayagriva Software (P) Ltd., Mumbai, India CIN: U72900MH2001PTECHEBA4it info@comsur.biz Website www.comsur.bizPrivate an€Confidential. All rights reserved.
Patents Pending. COBUR is the registered TM of Hayagriva Software (P) Ltd. All other names used in this document belong to their respectBye reading this document you

accept that it is your obligation to emsuthat you are legally allowed to read this document. All content is without prejudice and is subject to change witteut noti

No warranties or guarantees w.r.t. the benefits of using €0 are provided or should be assumed to be provided. Docursiempdiated orl3" October2021.

19


mailto:info@comsur.biz
http://www.comsur.biz/
https://www.comsur.biz/usecases.html
http://www.comsur.biz/CCTV_Video_Data_Size_Reduction_-_The_COM-SUR_Way_-_Template_no._3.15.pdf
http://www.comsur.biz/CCTV_Video_Data_Size_Reduction_-_The_COM-SUR_Way_-_Template_no._3.15.pdf
http://www.comsur.biz/CCTV_Video_Data_Size_Reduction_-_The_COM-SUR_Way_-_Template_no._3.15.pdf

com-sur

the missing piece of CCT!

UTILITY VALUE OF CRWRMFORTHE-FOODSECTOR

cameras, drones, etc. capture enormous amounts of
rich visual information. Only auditing of video
footage as an SOP will help people gain actionable
intelligence, also in areas that are beyond crime,
including agriculture, cliate, forests, among others.

COMSUR-THE FORCE MULTIPLIER

We want people to think of COBUR as a tool,
an enabler, a forcenultiplier when it comes to
working with CCTsameras COMSUR empowers
peopleto do things related to surveillance video
easily, effiently, and in a standardized manner.

COMSUR can be comparedMs Office

Office makes it possible for people to write
documents, create presentations, emails and so on;
but it ends there. While Office makes the activity
possible, it cannot think amagine what needs

to be written in a document, presentation, or an
email. People have to do this themselves.

Another case in point is the smart phone, which
people use to shoot hundreds of photos. Think of
the first thing that everyone does once photos are
shot; people swipe their screens to see the results.
If there are 100 photos, people will swipe 100 times
to 'see' which photos are good, which are bad,
which can be shared, and which need to be deleted

While the smart phone can make it easy to swipe
and review/analyze/audit the photos, it cannot
decide the next action for the user. This has to be
done by tke user himself/herself. In conclusion,
besides the fact that in order to achieve optimal
results, expectations from any technology must be
in order, it is our opinion that complex problems do
not need complex solutions. Technology must assist
in performingthe tasks in an easier and

standardized way, leading to better decision making,
which is what COMUR does unparallelly.

FREE HOME VERSION

Because we are s e URdn\
bring exceptional value to all users of CCTV
world-over, we havelecided to offer CONMUR
(Home version) for free@ to all home users for u
in/ffor non-commercial activities.

Governments may take advantage of the above,
and encourage all users to audit their own CCT\
footage. Incentives may be offered to citizenthin
form of taxbreaks to do so.

@ Conditions apply.

VIDEO INVESTIGATION BY THE AUDIT TEAM
THEH-OOD ESTABLISHMENT

Thank you for reading the document so far. If yo
would like to know more about how CEWUR can
benefit your internal/extaral audit teams, please
click the link below to download a special paper
this topic.

http://www.comsur.biz/Whitepaper-

Surveillance Video Investigation by Auditors |

made easy by COBUR-
Template no. 5.16.pdf

SOME RECENT REPORTED INCIDENTS IN TH
DOMAIN RELATEDH@OD ESTABLISHMBNTS
INDIA AND ACROSS THE GLOBE

If you wouldike toknow more recent incidents that

have taken place dbod establishmenti India ang
across the glohelease write to us at
incidents@comsur.hiz

OUR SOCIETAL PURPOSE

Because we are so convincedttha* SOR’
bring exceptional value to all users of CCTV
world-over, we have decided to offer CEBWR
(Business version) for free* to:

Wii n
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—
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CoOmM-SUr  UTILITY VALUE OF CRMRMFORTHEFOOLSECTOR

the missing piece of CCTV

1) All places dNorshipworld-over (think of the CONCLUSION
multiple terror attacks at places of Worship across
the world). "Cameras don't lie*but how will you know unless

ou 'see' what the cameras 'saw'?
2) All lowbudget governmen$choolsvorld-over y

(think of the School shoauts, to abuse of various Make CCTV work for you; the CGMR WAY!

kinds across the world). Audit CCTVwhy suffer?

3) AllZoosworld-over (think about Amal cruelty,

theft, and so on across the world). Get awardwinning COMSUR. Don't wait

for things to go wrong!

TWO CRISP VIDEOS

Howdoes COMSUR do what it does

https://www.comsur.biz/working.html

Whywe built COMSUR

https://www.comsur.biz/overview.html

OURNATIONAL SERVICE

Because we are seSURInwinded that * COM
bring exceptional value the police, paramilitary,

and defence forces of Indiae have decided to

offer COMSUR kighestversion for free* tahem

as ourNational Service

* Software comes for free. Installation and
commissioning, training, support, consulting etc. is
to be carried out by relevant CEBWR certified
system integrators, which would be a chargeable
activity by them. Besides, a small administration fee
to issue the license will apply per install.

Additional details are available on request.
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