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COM-SUR™ EMPOWERS PEOPLE TO ACHIEVE
OPTIMAL OUTCOMES FROM SURVEILLANCE VIDEO,
LEADING TO A SAFER WORLD.
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WELCOME perspectiveone must see the entire film. This them
as explained in detail ahe&ithe essence of COM
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looking at the footage when something goes wrong,
or when alertsthink of the pain ofalsepositive$
are raised by VA and Al systems.

Despite trillions of hours of surveillance video that
is recorded daily; crime, fraud, losses, process
violations, health and safety issues, poor efficiengy,
wastage, traffic violations, etc., continue to occur;
clearly indicating that CCTV still remainStasd
forget!

OVERVIEW . . : .
Globally, the video surveillance industry missed gqut
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. . . only otage audltlng smar?backup,
even af?eryears and will continue to do so till the and standard|zed intelligent incident refing
end of time. However, to understand and
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achleve optimal outcomes; for the police, law
enforcanent agencies, and defense forces, it is a
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Think of a film which only shows the mystery and
ends there! To understand and appreciate the
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exceptional investigative tool to efficiently work
with videos, photos, and images. CGMR works
with existing cameras and VMS, agnostic of
type/brand.lts use cases range from an airport to a
zoo (A to Z). Finmhore use cases here:

https://www.comsur.biz/usecases.html

COMMERCIAL PROPERTIES

A commerciaproperty isonewhose floor space is
used for commercial activitiedn office building is

a commercial property that houses offices of one or
more organizations.

An office building's main purpose is to provide a
working environment for employees of an
organizationwho belong to administrative and
managerial categorieEmployees occupy
designated areas within the office building, and
areprovided with desks/cubicles/cabins, computers
and other relevant equipment that may be needed
for their dayto-day work.

Some office buildings also house kitchen/canteen
facilitiesand a staff room, where employees have
lunchetc.,or take a break. Nowadays, several office
spaces are also serviced office spaces i.e. the offices
housed in a building can share facilities such as
canteens, restroometc.

SOME CHALLENGES

Office builingsneed to deal witta plethora of
challenges such as thefts, robberieauds,rogue
security guards, inadequately trained security
guardsdisgruntled current or eemployees,
vandalism, intrusions, instances of sexual and other
forms of abuseyiolence,bullying/intimidation,

false allegationand/or claimsdisputes,
housekeeping issudsealth and safety issueasnd

SO on

Further, it has been observed that in most cases,
issues at office buildings go unreported due to the
@A Ol A Y eqliaffos by Meirzsdniors/

co-workers who are responsible for the same.

Part of the solution therefore is for stakeholders tp
take all possible measures themselves to enhance
their own safety, keeping costs and complexities pf
technology in mind

When it comes to serious incidents like terror
attacks, it is imperative to understand that every
attack cycle usually follows the same general steps.
All perpetrators, whether they are stalkers, thieve
lone wolves, or terrorisf€arry outpre-operational
surveillance (recsof the target area

U)

Again, it is quite clear that irrespective of the
physical security measures that may be deplated
an office buildingthey are far less likely to be
effective if a potential perpetrator feels 'free' to
carry out recces with ease and is able to observe
and map theon-site physical security measures.
The more at ease perpetrators feel as they set
about studying the physical security systems and
procedures, the odds of defeating or bypassing
these systemsdrome even higher.

It has been concurred by security experts that
pre-operational surveillancie the phase when
someone withulterior motivesis mostlikelyto be
detected therebypreventing an incident.

COVIEL9 PANDEMIC

The global pandemic in 2026verelyimpacted
office operationscross the worldn fact due to
lockdowns and/or other restrictions enforced by
governments worldwide, several offices hadhaoit
their operations andnost of thestaff were
instructed to work from home.

In due couse of time, governments relaxed their
restrictions and allowed offices to-open. In this
context, aithorities/industry bodies have issued
several advisories orotv everyoffice building
should adhere to standard guidelines like physica
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distancing, saritation, encouraging the use of
masks etc. in order to prevent the spread of the
virus.

While various bodies have issued guidelines with
respect to maintaining hygiene, cleaning and
sanitation, social distancing, etc., the milidwilar
question is, "bw will one be sure that guidelines
are being followed all the time?"

While Al solutions can help to an extent,

COVIEL9 compliances go way beyond masks and
social distancing. One of the solutions to ensure
compliance in every area (for which Al/VA canno
be programmed or become unaffordable), is for
users to audit their CCTV footage as a standard
operating procedure. Auditing the footage will help
them to discover noicompliance, as well as several
unknown, hidden, and unexpected issues; thereby
allowingfor quicker corrective and preventive
action.

USE OF VIDEO SURVEILLANOH-ICBUILDINGS

Usually, mosoffice buildingshave video
surveillance covering tHfellowingareas

Entrances and exits

Parking areas

Corridors

Lobby and lift areas

Relevantreas of the respective offices
housed in the building (receptiomea, staff
area, meeting roomstc.) as desired by the
management/owners

1 Canteenkitchen facilities

9 Staff ecreational facilities

9 Perimeter of thébuilding

=A =4 =4 -4 =4

Generally, the responsibility ofonitoring the CCTV
cameras aan office buildings entrusted to the
security guard. The CCTV cameras are generally
live monitored froma dedicated control room with

operators. However, live monitoring comes with i
own set ofchallenges of videblindness, poor
attention span, boredom, operator bias, false
alerts, and so an

U)

Further, owner®f offices housed in the building
have video surveillance covering the respective
areas of theiofficesas desiredUsually, these CCT
cameras are connected the internet and the live
video feed from the same can be accessed from any
computer or a mobile device. However, it would Qe
practically impossible fonaofficeowner to
monitor the live video feed 24/given his/her
other responsibilities/tasks atand.

~

Further,the concerned stakeholders atfice
buildingsgenerallyneedto review and analyse
recorded CCTV video footage from time to time for
investigating incidents and/or accidents, and othgr
issues in order to corroborate evidermewell as
assist police/law enforcement agencies
Moreover, these cameras continuously capture
and record humungous amounts of video data.
It therefore becomes a daunting task for the
operators to review and analyze this data whene\er
the need arises.

Thus, it may be noted that benefits from video
surveillance systems can accrue only when they gre
used optimally, suggestions for which are
enumerated further on, in this document.

ANALYZING VIDEO/IMAGES

It goes without saying that in order to ana&yadeo
and/or images, users need to take the assistance] of
' WYSRAFQ L F@SNXWP 2KAT|S
media players, none of them come with the

features that are offered by COM! wQ&a WNB
RAIFIE23 02EQX 6KAOK ¢S |t
media payer. While there are some specialised
artificial intelligence/machine learning software
that automate specific requirements, or specialisgd
drone viewing software, they do not offer holistic
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features that COMBUR does, in terms of making it
easy, effi@nt, and standardized for stakeholders to
(1) Analyze the footage minutely (2) Reduce data
size and create institutional libraries of important
findings (3) Report efficiently in popular formats
like PowerPoint, Word, PDF, and Excel.

X
20:18:00

COM{ | wO{ Y{ AIPWMYER a95

COMSUR captures images from live or recorded
video feed at intervals as desired by the user.
Images captured by COGSUUR are presented in its COM{ ! wQ{ Chw9b{L/ C

WNB&dzA G& RAFE23 02EQF 2NJ  \AKE VIDEO CONTENT ANALYSIS VERY EFFE [i 2
COM{ | wda JayYlINIQ YSRAI LJt

offers exceptional ease of working with the images, HOW COMSUR COMPLEMENTS (IMINT) IMAGHRY
including offering forensic filters and false colors (a INTELLIGENCE INITIATIVES

forensic expert can choose a color of his/her choice

from a false color wheel). These assist the user in If you would like to read more about this, click the
easier isolation and discovery. Features like link below:

flagging, tagging, creating a case folder,-oliek

convert to PowerPoint, ease of sharing etc. make http://comsur.biz/How COM

SUR complements IMINT (Imagery Intelligencq) i
nitiatives - Template no. 5.32.pdf

the process easy and complete the logical next
steps. It would not be out of place to mention here
that the tagging feature creates an exceptional
institutional library/memory that can be referred to
after years, at the click of a button.

COMPLIANGESENERAL

Conformity or compliance in any organization
wa v NImgans adherence to laws and/or rubeed
regulations, various standards, as well as data
storage and security requirements as laid down by
government bodies, governing bodies of the
respective industry, or the management of the
organization. When an organization complies with
the requirementsnandated by government and/or
governing bodies, thenitisSNY SR | & YN
O2YLIX Al yOSQ gokgan@2dtion3oyfun o]t
in a legal and safe manner. Every organization
needs to adhere to the respective compliance
requirements as per its respegtiindustry vertical.
For example, a pharma company must adhere to
strict compliance rules related to drug

Here are two screenshots of CM w Q a
media player:

w o
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manufacturing and packaging, while an oil and gas

company must adhere to strict compliance rules
related to workplace health and safety issues.

Noncompliance can result in huge penalties, legal
liabilities as well, and in some cases, ceasing of

operations.

COMPLIANGERAUDITS

In order to avoid the potential consequences of
non-compliance, several organizations carry out
compliance audits on &gular basis. Basically, a
compliance audit examines how well an
organization adheres to compliance requirements.
Further, in case of some verticals, since rules,
regulations and guidelines keep changing and
evolving, regular compliance audits help the
organization to stay on track with the same.
Several organizations use video surveillance to
monitor compliance issues. Video surveillance
allows an organization to monitor its staff and

operations on a daily basis to check whether all the

requisite conpliance requirements are being
adhered to.

Generally, organizations monitor CCTV cameras
live, froma dedicated control room manned by
CCTV operators. However, live monitoring comes
with its own set othallenges of video blindness,
poor attention spanboredom, operator bias, false
alerts, and so arAlso, some organizations employ
technologies such as artificial intelligence and
machine learning to monitor compliance issues.
Besides the fadhat such technologies come with
lots of baggage, they are alib detect only those
issues that they have been programmed for. What
about the rest? Again, sinoeganizationgan
witness a flurry of activities and footfalls
throughout the day, experts have concurred that
the AI/ML algorithm may deliver several false
positives, thereby increasing the burden of the
operators.

Furthermore, organizations needaadit recorded
CCTV video footage from time to time for
investigating as well as preventing compliance
issues. Some organizations like banks need to st
the CCTYV video footage for a long duration of tim
as per requirements laid down by law.

Auditing CCTV on a daily basis provides rich
actionable insights on the level of compliance
within the organization, based on which quicker
corrective and preventiveieasures can be
undertaken.

AUTOMATED SOFTWAREHY THEY WILL NOT
WORK IN ISOLATION

In the wake of the Christchurch shooting incident
several higkprofile places of worship considered
deploying gun detection technology.

This technology scanselive video feed of CCTV
OFYSN}&a FyR RSGSOGaA 4K
out a gun, and if so, it raises an al&@tin detection
and other such technologies may sounddah and
fancy, but what if the perpetrator does not exposd
the gun at all, i.e., vt if he/she shoots from
within a long coat, or uses a weapon that the
technology cannot recognize? And even if
everything works, with the quickest of alerts, the
perpetrator will still be able to create the intended
damage, since it takes only a few satto fire a
weapon.

Severabrganizationhave also begun to employ
automated systems like video analytics which
detect motion, object and perimeter detection,
face recognition, artificial intelligence, machine
learning and so on. However, experts have
expressed concerrabout the efficacies of these
systems since any automated system can detect
only what it has been programmed for. What abo
the rest? Also, the permutation combinations of

exceptions can be so vast and varied that it is both

pre

v

it
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highly improbable and impossible to automate
every kind of exception, including the unexpected
ones.

Further, these automated systems tend to trigger
false alarms thereby increasing the burden of
operators.Moreover,office buildingsitness a

flurry of activities throughout the day. In this
scenario, experts have stated that it would be next
to impossible for an Al algorithm to determine what
is an intrusion, as opposed to a nuisance alarm or a
non-alarm.

Moreover, technologies like face recognitiorseai
many ethical and privacy concerns. As a matter of
fact, there have been several cases of facial
recognition systems failing to deliver the required
results. Notable among these cases is a 2019 study
by the US National Institute of Standards and
Technolgy which found thatacial recognition
systems can produce wildly ‘inaccurate results’,
especially for Asian and African Americans.

Further, several tools/techniques are now being
invented to demonstrate how to bypass/defeat
facial recognition systems.

Thus, in conclusion,hie there is no doubt that
automatedtechnologies will continue to grow and
mature in the future, due thought must be given to
the fact that the human angle can never be taken
away. Even to verify whether the alerts raised by
suchtechnologies are genuine or false, human
intervention will still be needed. In fact, industry
majors like IBM have concurred that when Al works
in tandem with HI (Human Intelligence), what you
get is Augmented Intelligence.

SOME FACTS AND FIGURES

Crimein India(at office premises) statistics
compiled by National Crime Records Bui@®20)

Here are some relevant statisticee link at the
end of these observations)

1. In 2020, there were a total of 6230 registered
cases of property being stolen fincoffice premises.
Out of these 5184 cases were thefts, 969 cases
were burglaries, 22 cases were dacoities, and 9
cases were registered as other offences apart from
these.

2.In 2020, there were 485 cases of sexual
harassment at work or office premises.

https://ncrb.gov.in/sites/default/files/Cl12020%20\
olume%203.pdfplease refer to page no. 424 of this
document for cases of property being stolen from
office premises).

https://ncrb.gov.in/sites/default/files/Cl1%202020%
20Volume%?201.pdplease refer to page no. 34 of
this document for cases of sexual harassment at
work or office premisgs

Gartner Says Just 41 Percent of Workplace
Misconduct Is Reported (article dated March 2019)

Here are some relevant insights from the above
article (see link at the end of these observations)

1. Nearly 60 percent of all misconduct that is

observed irthe workplace is never reported. This
lack of reporting creates big risks and challenges|for
employers of all types.

2. Reporting misconduct is generally becoming
more acceptable, in part due to increased social
and political attention surrounding higdnofile
OlFaSao | 26SOSNE GKS Yl|e2
report the misconduct they witness, primarily
because they fear retaliation.

3. When employees do report misconduct, 68
percent make statements about what they have
observed to their direct manageret just twe
thirds of managers say they feel adequately
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prepared to handle a report of misconduct,
regardless of the issue. This means that those in
charge of ensuring proper behavior in the
workplace are only seeing a small fraction of the
instanceso¥ A 4 O2 Yy RdzOdG G KI
incomplete picture from which to improve
workplace culture and mitigate risks.

4. Across over two million respondents from 167
organizations worldwide between 2009 and 2017,
approximately twethirds of employees saw their
organization in the most favorable terms. 72
percent of these employees reported the
misconduct they witnessed, yet only 7 percent of
them said they had seen any misconduct at all.

51y SYLX 2285503 LISNOSLIAzY
highly correlated to the ta at which they claim to

have observed misconduct, and the likelihood that

they will report it. Of the 5 percent of employees

who rated their organizations unfavorably, 61

percent of them observed misconduct, but just half

of them reported it.

6.6 KSNBQa I NBIFf RIFYy3ISNI (Kl
can be out of touch with the nature and the extent

of misconduct that is occurring in their

organizations. Without insight into what is

happening on the groundhe companywill be

unable toidentify potential $sues and attempt to

rectify a poor culture

7. The idea that less than half of all misconduct is
never reported should cause alarm and drive action
at the highest levels of many organizations.

Many companies believe investing in hotlines and
basic comptince processes may suffice, but at least
one in three employees do not know whether their
company has provided any way to anonymously
seek guidance. This means that almost every
business is facing serious regulatory and
compliance risks that are completéiglden.

8. Such risks have serious consequences for
individuals and organizations failing to address
them properly. Clear examples of these

200dzN®» LiGQa
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conseguences were seen throughout 2018 with
fierce attention on misconduct scandals ranging
from data breaches, toonflicts of interest, to
sexual harassment.

'y
https://www.qgartner.com/en/newsroom/press
releases/20193-12-gartrer-saysjust-41-percent
of-workplacemisconduciis-reported

2020 Report to the Nations. Copyright 2020 by the
Association of Certified Fraud Examiners, Inc.

Here are some relemafindings from the above
(see link at the end of these observations):

1. Asset misappropriation, which invohas

49 r'p%ﬁﬁ?.ﬂﬂpbﬁzg.xa
employee stealling or misusing the employing
2NHIF yATFiA2y Qa NBA&2dzND

of fraud schemes (86% of cases).

w»
Q)¢

2.As per data sourced from 2504 cases from 125
countries worldwide, occupational fraud caused
total losses of more than USD 3.6 billiBacause
OQCUDgtiEFﬂ éraNud is f_eguently,u\r}detected and
oHen néver repof]te(I Iti clifnz_(l:tﬁt to%é{eLr'mine the

full scopeof global losses.

3. It is estimated that manizationsacross the

world lose 5% of their annual revenue to fraud ea
year.That could be an estimated USD 4.5 trillion
lost to fraud each year.

4. Corruption was the most common fraud schem
observed in eery global region.

19

5. Organizations with fraud awareness training fo
employees were more likely to gather tips through
formal reporting mechanisms.

6. More than half of all occupational frauds came
from these four departments: operations (15%),
accouning (14%), executive/upper management
(12%), and sales (11%).

7. The primary internal control weaknesses that
contribute to occupational fraud are:
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a. Lack of internal controls (32%)

b. Override of existing internal controls (18%)
c. Lack of managementview (18%)

d. Poor tone at the top (10%)

e. Lack of competent personnel in oversight roles
(6%)

f. Lack of independent checks/audits (5%)

g. Lack of employee fraud education (3%)

h. Lack of clear lines of authority (2%)

i. Lack of reporting mechanism (91%

j- Other issues apart from the above (6%)

8. Occupational fraudsters who have been with
their organizations for at least 6 years caused twice
the lossas compared to legenured employees.

https://acfepublic.suswest
2.amazonaws.com/202Reportto-the-Nations.pdf

USWorkplace violenceSociety foHuman
Resource Management (2019) JUS

Here are some relevaeicerptsfrom the above
(see link at the end of these observations):

1. 24 percent of employees are aware that any
incidents of workplace violence eacurred at
their workplace.

2. Forty-eight percent of HR professionals say there
has been an incident @forkplace violence at their
organization; 25 percent say an incident has
occurred within the past year

3. Ninety percent of HR professionals say their
organization has a process for identifying potential
or current employees with a history of violence
manly through background checks and
employment or personal reference checks. While
this type of screening is common, according to both
surveys, organizations are less likely to have
programs to prevent workplace violence or train
workers on how to respond &uch incidents. While
most workers consider themselves capable of
dealing with workplace violence, 30 percent of

employees and 19 percent of HR professionals fdel
ill-equipped to deal wh violence in the workplace.

4. Qverall, 71 percent of workers sigir

workplace is safe. But those who are employed b
organizations with programs to deal with workpla¢e
violerce feel slightly more secure.

~

5. With the rise of the #MeToo movement, as wel

Fa 2NBFYATIFGA2yaQ INRgAY

v)

likely thd in the last seven years, HR professional
have come to view more types of behavior as
problematic and indicative of future workplace
violence.

6. According to the HR professionals, the reaction
to workplace violence often varies depending on
specific agects of the incident. Zero tolerance
policies seem to be losing favor among
organizations, with many opting to consider each
incident in context.

7. While there is no way to prevent all workplace
violence, there are several things that organizations
cando to increase employee preparedness and
feelings of security.

w al1S adaNB G2 KIFI@gS | |82
prevention program in place
w 9audlofAakK Fy SYSNRSy|Oe

w t NEJARS
respond to incidents

(NI AyAy3a G2

w [/ 2 Y'Y dntihwoikdersSbout what resourced
are available

https://www.shrm.org/hrtoday/trendsand
forecasting/researcland
surveys/documents/shrm%20workplace%20violefc

€%202019.pdf

The economic costs of sexual harassment in the
workplaceg survey carried out bpeloitte Access
Economicgor the Australian Human Rights
Commissiorfpublished ifMarch 2020)
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The results of the abewsurvey showed thé - Unclaimed/unattendedbjects
2018, workplace sexual harassment cost $2.6 billion
in lost productivity and $0.9 billion in other financial

costs. Each case of harassment represents around 4 _ Heaith and safety issues. (especiatether all

working days of lost output. Employers bore 70% of due precautions and guidelines are befiokpwed
the financial costggovernment 23% and individuals to curb the spread of COVID likesymptom

7%. Let wellbeing for victims was additional .
. /temperature screening at entrances agxits,
$250m, or nearly $5000 per victim on average. . .
overcrowding whether face masks are being used,
and so ol

- Housekeeping issues

https://www?2.deloitte.com/au/en/pages/economic
s/articles/economicostssexuaharassment - Issues with female staff @isitors

workplace.html

- Cameras/recorder not working/camera position

4/ / ¢+ L{ bchWME MBKEHT'WIDRK FOR changed

~hie {23 6KIG Aa GKS wyznBd @

While it is not being suggested that optimal usage 1) AUDIT CCTV VIDEO FOOTAGE DAILY

of videosurveillance can cure all issusn office AS A STANDARD OPERATRGEEDURE

building several issues of the following kind can be

addressed by doing just a little 'more' widspect W1 dzR mnéahsysBeg’ what the cameras 'saw’

to making the optimal use @fdeosurveillance

systems: CCTVideo footage should be audited daily;

- Recces/suspicious movements/activities several times a day if need be. Depending on the
o _ requirementsauditing of CCTV footage of critical

- Insider job/security lapses cameras on a daily basis must become an

SOPAudting will help relevant stakeholders to
WRAAO02OSND (KS Udzyilyz2elyd
- False allegatiorasnd/or claims may be manual, it may be pefsicto, but it is a very
dedicated and systematic process, which helps

address some of the challenges of live monitoring

- Bullying/violencAdisputes

- Sexual harassment and/or other kinds of abuse

- Unauthorized/unlawful activities/visitors (likevideo bindness, poor attention span,
boredom, bias, fatigue el¢.as well as the
- Accidents/Causes of potential accidents challenges related to alebased systems (how

often has one faced false alerts, or what is called

- Losdfraud/theft of various kinds (KS-6RONE) STTSOG0 @

- Intrusions by wild animals or stray animals like

dogs, cats, monkeys, rats, which may be sick and Auditing is like théourth eye It is time to open ifor
carry the risk of a potential infection. an early warnirg
- Security guard sleeping on duty Auditing will help discover issues as mentioned

above as well as in identifying and analyzing threhts
and hazards (THIRA/HIRA) of various kinds.
Auditing CCTV video footage will also be extremgly
- Parking issues helpful in waste reduction andlfowing the 5S

- Unrulystaff/visitors/outside workers/security
guards
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philosophyj.e.,sort, set, shine, standardize and
sustain (all part of Six Sigma practices).

Auditing may also be seen as a debriefing activity,
where the idea is to evaluate the conduct of the
personnebf an organizationthrough theminute
analysis (against a defined set of rules) of video that
would have recorded their activitidgloreover, in

case of an acciderincident, relevant

authorities can analyze CCTV video footage to
determine whether implementing or improving
existing pticies, procedures, and processes could
help reduce the potential for future occurrences.

Further, the concerned officials should be trained
tobecomeW/ / ¢+ @ARS2 F220I 3S
With respect to the auditing activity itself, it would
be advisable to designate the audit team to carry
out the same in shifts. Additionally, it would be
recommended to rotate the audit teams from time
to time in order to avoid the possibility of
complacecy and ovefamiliarization. Alsayith

daily auditing o€CTYV video footage as a standard
operating procedure, one can quickly identify
incidents as well as determine their immediate
causes, their underlying causes, and lastly the root
cause which led tthe incident.

Lastly,continuous auditing as a standard operating
procedure validates a notable feature of business
improvement (Kaizen), which is that "big results
come from many small changes accumulated over
time". Again this complements the prifles of

TQM (total quality management) which essentially
deals with thecontinuous improvement of
capabilities, people, processes, and technology
thereby leading to continuously improving results.
From the above explanations, it can be surmised
that dailyauditing of CCTV footage will deliver far
more ROI leading to maintaining brand promise.

- AZRiA, b ddBrihisioal data of such audit

2) DOCUMENAUDIT FINDINGS/INCIDENTS

Audit findings/incidents should be documented in
standardized template, whether or not tfiadings
f/incidents are covered byideosurveillance.

Thus, in this manner, documenting audit findings
/incidents in a standardized template greatly help
the relevant authorities to carry out incident
investigation and analysis in order to find out the
root caug (RCA) of such incidents and prevent th
recurrence of the same in the future.

Further, instead of identifying just a single incider
all related incidents can be brought to fore, therel
reducing the likelihood of future loss.

findings/incidents, 'patterns' should be obtainable
which would deliver information like what kind of
incidents are taking place, on what days, what tin
what location and so on. Based on such data,
relevant authorities can take tter informed
corrective and preventive action.

This would greatly complement the incident and/c
accident reporting initiatives that are followed in
various organizations across the world.

Imagine if albrganizationseported the above
incidents in a standardized template.

The respective authority would be able to derive
business intelligence from this humungous amou

of data which will reveal what kind of incidents ar¢

occurring in whiclerganizatiorat what time which
location etc., thereby enabling concerned
stakeholders to takeorrective and preventive
measures based on historical data.
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DAILY CCTV VIDEO FOOTAGE AUDITING CHART

PROPERTY PROPERTY NAME

LOCATION/ADDRES LOCATION/ADDRESS

YEAR: DITOR'S NAME: @ OTHER: @

DATE CAMERA NO. & DESCRIPTION TIME SLOT INCIDENT REMARKS/ACTION

DD/MM/YY 1-3 MAIN GATE 8:00 AM - 8:00 PM | SUSPICIOUS PERSON GUARDS TOLD TO REMAIN ALERT
DD/MM,YY 4-B PARKING AREA B:00 AM - B:00 PM STAFF 1SSUE STAFF WARNED
DD/MM/YY 9-12 LOBBY AREA 5:00 AM - 8:00 PM NO VIDEO TICKET RAISED WITH SYSTEM INTEGRATOR
DD/MM,YY 13-15 ELEVATOR 8:00 AM - 8:00 PM NO VIDEQ TICKET RAISED WITH SYSTEM INTEGRATOR
DD/MR/YY 16-20 CANTEEN 8:00 AM - 8:00 PM INTRUSION APPROPRIATE MEASURES TAKEN

SAMPLE STANDARDIZED TEMPLATE FOR AN AUDIT FINDING/INCIDENT REPORT
(CAN BE CUSTOMIZED)

AUDIT FINDING/INCIDENT REPORT

Report No.: SAMPLE VALUE ‘ Date: SAMPLE TEXT Type: SAMPLE TEXT Seriousness: SAMPLE TEXT
Incident From: SAMPLE VALUE %

incident To: SAMPLE VALUE Amount of Loss: SAMPLE VALUE

Date Peculiarity: SAMPLE TEXT Time Peculiarity: SAMPLE TEXT

Location: SAMPLE TEXT Location Peculiarity: SAMPLE TEXT

Category: SAMPLE TEXT Category Peculiarity: SAMPLE TEXT

Reported By: SAMPLE TEXT Reported To: SAMPLE TEXT

AUDIT FINDING/INCIDENT REPORT

Report No.: Date: SAMPLE TEXT Type: SAMPLE TEXT Seriousness: SAMPLE TEXT

Description/People Info/Witnesses etc.: SAMPLE TEXT

Action Taken: SAMPLE TEXT

Action Recommended: SAMPLE TEXT
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SAMPLE MIS REPORT OBTAINED FROM AUDIT FINDINGS/INCIDEN

Incident Count

m Health and Safety Issues
m Negligence
= Housekeeping Issues
m Unauthorized visitors/activities
m Security lapses
Potential Threats/Hazards

Thefts

Above data is for illustrative purposes only

'ECG* SAMPLE MIS REPORT OBTAINED FROM TA

Month-wise (01-Jan-YEAR - 31-Dec-YEAR)
e 15 15
14
10
- gs T
H 8
8
o
&
5
4 4 maa
Naon- Housekeeping Camera - Unauthorized _ ] Suspicious. _
Compliance Issue Hazard blurred video Entry Misbehaviour activity Negligence

Wian-18 7 s 4 s 1 1 10 2 s 3
WFeb-18 B 6 3 a 1 2 12 o 10 5
Mar-18 7 B 5 B 3 B 14 1 s s
= Apris 12 10 1 7 2 3 10 o B 4
= May-18 [ 9 4 s 1 a 10 o 10 7
Hlun-18 10 ) 4 10 3 2 12 3 10 2
" luk18 s 7 3 E) 5 1 15 1 12 5

Aug-18 6 s 5 E) 2 s 12 1 10 3

Sep-18 9 a 2 3 1 3 10 1 s 4

Oct-18 7 1 1 B 1 a 15 1 s 7

Above data is for illustrative purposes only

Reporscan be generatettom exceptions that are discoverehd tagged during an auditing
activity. These reports demonstrate the 'health' of things around, allowing stakeholders t
corrective and preventive action.
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3)DISPLAY DYNAMIC INFORMATION AT
RELEVANT PLACES

Agaie G KSNB A& y2 wWaidlyRIN
the backup. Some organizations choose to store fhe
video for one month while some have a mandate to
store for several years. When one needs to refer [o
videobeyond these periods, or, finding the relevant
video clip from a backup of just one month of viddo
from hundreds of cameras, it will be absolute
needle and haystack stojence, it is suggested
that data that is relevant to any audit finding
f/incidernt, must be catalogued, tagged, and stored
as part of an easily searchable institutional library.
This data can be used by relevant authorities to
determine if any work policies /practices need to pe
modified. Besides, it can be used for training the
workforce to reduce the likelihood of similar issue
in the future.

Document and display details of information that is
dynamic in nature (see examples below) in relevant
areas ofan officebuilding Use a standardized
template as suggested below.

1. List ofauthoriseddaily workers (housekeeping
staff, newspaper boys etc.)

2. List of authorized security personnel deployed at
the office building

3. List ofpotential suspects/miscreanfarho have
visited before}o 'look-out for' (which includes their
photos, names, and other details).

vJ

SAMPLE GUARD LIST

5)USE A POWERFUL NEW SIGNAGE

LIST OF AUTHORISED GUARDS FOR (MONTH AND YEAR) S | th t
ee sample on the next page.

Add or change the CCTV Signage to

"WE CHECK CCTV VIDEO FOOTAGE EV

Onesize, one color, one powerful message.
Across the ation.

~H[Jhed|E b=
- ’\_’.A—:"' B4 :T ]

Mr.Manoj Tiwari
os:

DECENTRALIZED SURVEILLANCE + CENTRAIIZEL
SURVEILLANCE = OPTIMAL RESULTS

Institutions having multiple locations, generally
struggle with centralized video surveillance.
Centralized video surveillance entails the streamipg
of live video feeds from multiple locations to a
central location and setting up a team to monitor
the same

Above data is for illustrative purposes

4) ENSURE DISASREROVERY OF CCTV VIDEO
FOOTAGE[ LY9 ! Y. [!'/ Y. h-Q

CCTV video footage must be stored at multiple
locations in order to ensure that even if the

recorder is stolen, destroyed or tampered with, the
data is never lost. Further, any backemdata

must easily be searchable and retrievable; else, it is

going tobe a nightmare finding the relevant video.

However, centralized surveillance has several
challenges: some of them being the huge amoun
of infrastructure cost, internet bandwidth, video
blindness/poor attention span/operator bias/poor
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situational awareness and so on. Research indicates

that CCTV operators who watch live CCTV video

feeds tend to becomdé5% video blind in 12

minutes or so, and up to 90% video blind in 22

minutesorsoi.e., 0 KS& | NB dzyl6ftS (2 3+ dz3S WogKIGQa
KFELIWISYAYy3IQod

From the abovet can be surmised that in order to
achieve optimal results, dmentralized surveillance
at each location is also needed along with (if at all)
centralized surveillance. Furthan added
advantage of deentralized surveillance is higher
accountability at each location, and far more
chances of discovering exceptions due to better
situational awareness.
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A POWERFUL NEW STANDARDIZED CCTV SIGNAGE
IS THE NEED OF THE HOUR ACROSS A NATION

FOR EVERYONE'S SAFETY...

WE CHECK CCTV
VIDEO FOOTAGE

EVERYDAY!
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THE VALIDATIONRDER ISSUED BY THE COLLECTOR OF RAIPUR,
CHHATTISGARH STATE (INDEACEMBER 2017

Seemingly based on the abaeeommendations, the collector (district magistrate) of Raipur in thg
Indian state of Chhattisgarh, issued an order, which is reproduced below.

https://timesofindia.indiatimes.com/city/raipur/ccivamerasmonitoringat-schoolsmust
collector/articleshow/62293213.cms

CCTV cameras, monitoring at schools must: Collector - Times of India Page 1 of |

Perens tom
THE TIMES OF INDIA

CCTV cameras, monitoring at schools must: Collector

THN | Owe 29, 2017, 001 21 P IST

RAIPUR: Talong serous note of recent incidents of crime against children
in schools in Dethi and Gurugram, Ralpur district administration has
ordered all schools to mandatorily install CCTV cameras on their premises
with immediate effect

in an order issued to ol the Qo and P choots, col OP
Choudhary has asked principals and head masters to audit CCTV footage
©on & daily basis and monitor the movements of chiidren, school staff and
peons.

Whille there have been abduction attempts at a school in Chhattisgarh,
Incidents of molestation of girls and corporal punishment have also
surfaced in schools

The order comes in the wake of recent murder of o student of peivate school in Gurugram wherein a minor boy of same school
has been arested. In order 10 prevent any untoward incident and tighten the noose around those involved In such crimes,
collector has issued an order on Wednesday.

The order directs ol schools in district 1o install CCTV cameras ot different points on the premises and 1o make optimum use of
the Also, the is should audit CCTV video on o dalty basis multiple times, to ensure there was no violation of
rules of wastage of resources.

The school are also asked 10 document the detalls of monitoring the footages 5o that the schools display dynamic information
about everything and each staff member, it must be also ensured that the CCTTV footage are stored well as part of disaster
recovery, so that school has & record In case of theft or damage to comeras.

Roipur gsstrict has 2300 schools, including 953 private schools, and 56 of them are CBSE, The notice was addressed to all the
pevate, government.cun, primary and higher secondary schools

The order directed all schools in Raipur to

1. Audit CCTV footage on a daily basis as a standardingemacedure.
2. Document the details of the audit findings.
3. Ensure that there is a disaster recovery mechanism in place.

Note: While the above order relates to schools, the philosogimins the same for all verticals.
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THE SOLUTIGN/ R{a] w®l 9 2 hw[ 5Q{ h bekxisting cameras /VMS/analytics (brand/type
CCTV VIDEO FOOTAGE AUDITING, SMART BACKUP, agnostic).

AND STANDARDIZED INTELLIGENDJENT

REPORTING SOFTWARHEE MISSING PIECE OF COMSUR helppeople to 'unlock’ the information
CCTV that remains 'hidden' ithe footage Jleading to:

1. Improvement of homeland security, prevention of

CCTV is not enough. It must not remain as 'fit and _ i _
crime, fraud, and loss, and faster solving of crim

forget'. That is why we bul@OMSUR G KS 62 NI RQ
only CCTV video footage auditing, smart backup, and 2. Threat and Hazard risk identification/mitigatiof

17

standardized intelligenhcidentreporting software; improvement & ops. efficiency, processes, busingss
the answer to the three missing pieces of CCTV; continuity, root cause analysis, good manufacturjng
a force multiplier, a complete workflow. practices, and total quality management efforts.

The dedicated use of CGBUR helps cameras to

deliver on their promises 3. Improvement of employee performance,

customer satisfaction and sales.

The prOblem of CCTV lieghe first letter itself. 4. Enhancement of Compliance (inc'uding
C = Closed. That is the fact. The information is all compliance of environment, social, and
closed within the footageCOMSUR s the tool that governance issues) and health and safety mattefs.

helps to open it up, without any loss of privacy!
5. Huge reduction of data size and inexpensive

COMSUR enables people to disaster recovery mechanisms.

6. Ease of investigation, forensics, debriefing, and

1) Yudit' 24 hours of their own CCTV video footage gaining situational awareness andiagable

in minutes intelligence efficiently.
2) Hugelyeduces data size, saves and searches 7. Standardizing reporting agdining business
relevant data for future use (institotial library), intelligence.

and offers a costffective disaster recovery
mechanism (seamless integration with OneDrive,
Google Drive, Dropbox etclop know more about
how COMSUR reduces the data sizkck the link
below to download a special paper on this topic.

8. Immediate and regular corrective and preventjve
action, resulting in continuous improvement
(think Kaizen).

COMSUR empowers people to gain new jobs of
QCTV video footage auditomnd to start new
businesses of auditing video footage. This will lehd
to 'waking up' the millions of 'eyes' that are
currently in 'sleep mode'. CCTV, badyn
cameras, drones, etc. capture enormous amounys
of rich visual infonation. Only auditing of video
footage as an SOP will help people gain actionable
intelligence, also in areas that are beyond crime,
including agriculture, climate, forests, among others.

http://www.comsur.biz/CCTV Video Data Size Red
uction - The COMBUR Way
Template no. 3.15.pdf

3) Create standardized intelligeeiportsin
PowerPoint/Word/PDF andlelivers business
intelligence(data analyticsirom them.

COMSUR does the hard work for people, including
ease of sharing (Skypentail etc.); all this with
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UTILITY VALUE OF GOM WAORCOMMERCIARROPERTIES
WITH SPECIAL REFERENCE TO OFFICE BUILDINGS

COMSUR; THE FORCE MULTIPLIER

Wewant people to think of COI8UR as a tool,
an enabler, a forcenultiplier when it comes to
working with CCTsameras COMSUR empowers
people to do things related to surveillance video
easily, efficiently, and in a standardized manner.

COMSUR can beompared taMS Office

Office makes it possible for people to write
documents, create presentations, emails and so on;
but it ends there. While Office makes the activity
possible, it cannot think or imagine what needs

to be written in a document, preseation, or an

email. People have to do this themselves.

Another case in point is the smart phone, which
people use to shoot hundreds of photos. Think of
the first thing that everyone does once photos are
shot; people swipe their screens to see the results.
If there are 100 photos, people will swipe 100 times
to 'see’ which photos are good, which are bad,
which can be shared, and which need to be deleted.

While the smart phone can make it easy to swipe
and review/analyze/audit the photos, it cannot
decick the next action for the user. This has to be
done by the user himself/herself. In conclusion,
besides the fact that in order to achieve optimal
results, expectations from any technology must be
in order, it is our opinion that complex problems do
not need complex solutions. Technology must assist
in performing the tasks in an easier and
standardized way, leading to better decision making,
which is what COMUR does unparallelly.

FREE HOME VERSION

L 80FdzaS 68 I NB a2 ! Gy @y SHENIPEsPEenalyplye fo all users of CCTV

bring exeptional value to all users of CCTV
world-over, we have decided to offer CEBWR
(Home version) for free@ to all home users for use
inffor non-commercial activitiesThis will be of great
help for users ahomes or housing complexes who

need to monitor tleir children/the elderly
Generally, most homes and residential buildings
have about 4 to 16 cameras each, which can be
easily managed by a single license of €SINR
HOME.

Governments may take advantage of the above,
and encourage all users to autfieir own CCTV

footage. Incentives may be offered to citizens in the
form of taxbreaks to do so.

@ Conditions apply.

VIDEO INVESTIGATION BY THE AUDIT TEBWM OF

ORGANIZATION

—

Thank you for reading the document so far. If yo
would like to know more auwt how COMSUR can

benefit your internal/external audit teams, please
click the link below to download a special paper pn
this topic.

http://lwww.comsur.biz/Whitepaper-

Surveillance Video Investigation by Auditors |
made easy by COBUR-
Template no. 5.16.pdf

SOME RECENT REPORTED INCIDENTS IN THE PL

DOMAIN RELATEDOEFICBUILDINGISI INDIA
AND ACROSS THE GLOBE

If you would like t&know more recent incidents that
relate tooffice buildingsin India and across the
globe please write to us dhcidents@comsur.hiz

OUR SOCIETAL PURPOSE

BeOl dzaS ¢S | NB &2 {0amQd ¥y
world-over, we have decided to offer CEBWR
(Business version) for free* to:

1) All places dNorshipworld-over (think of the
multiple terror attacks at places of Worship acrogs
the world).

Copyright Hayagriva Software (P) Ltd., Mumbai, India CIN: U72900MH2001PTEEBA4it dnfo@comsur.biz Website www.comsur.bizPrivate and Confidential. All rights reserved
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2) All lowbudget governmenSchoolsvorld-over U20aSNBFGA2yQ FI N STT4
(think of the School shoaiuts, to abuse of various superior results.

kinds across the world). . .
) "Cameras don't lie*but how will you know unless

3) AllZooswarld-over (think abouAnimal cruelty, you 'see' what the cameras 'saw'?
theft, and so on across the world).

) Make CCTV work for yoilne COMSUR WAY!
Audit CCTVYwhy suffer?

Get awardwinning COMSUR. Don't wait
for things to go wrong!

TWO CRISP VIDEOS

Howdoes COMSUR do what it does

https://www.comsur.biz/working.html

Whywe built COMSUR

https://www.comsur.biz/overview.html

OURNATIONAL SERVICE

.S0lFdzaS 4SS INB aZ !Xy @M@SR GKIFG W ha
bring exceptional value the police, paramilitary,

and defence forces of Indiage have decided to

offer COMSUR liighestverspn for free* tothem

as ourNational Service

* Software comes for free. Installation and
commissioning, training, support, consulting etc.

is to be carried out by relevant CE3UR certified
system integrators, which would be a chargeable
activityby them. Besides, a small administration fee
to issue the license will apply per install. Additional
details are available on request

CONCLUSION
G.2dz 4583 odzi &2dz R2 y2( 206aSNWS¢é A& | |jd2d8 o8

Sherlock Holmes in A Scandal in Bohemia (1891,
written by Sir Arthur Conan Doyle). CSMR makes
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